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BRAD SMITH:  Good morning. As we’ve already heard this morning, we come together 
in San Francisco at a remarkable time. We live in a world of constant and at times 
turbulent change.  

And when we think about the issues that we're here to talk about this week, when we 
think about cybersecurity, we are clearly dealing with a growing problem – a problem in 
need of new solutions.   

I would like to take a few minutes this morning to ground ourselves in the problem and 
then talk together about some of the solutions I believe we have the opportunity to 
pursue together.   

But let's start with the problems. The 
problems are clear. We see them 
everywhere. We see them in the 
customers who are worrying about 
being hacked. We see this in the data 
about the economic loss that will be 
suffered.   

But more than anything, if you think 
about what has happened over the 
past year, if you think about the 
changes in cyberattacks, I think we 
should come together and reflect on 
one thing, one thing that has clearly 
made the situation even more 
challenging – that is the entry of more 
nation-state attacks. We've seen 
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cyberattacks move from enthusiasts to financial thieves to now governments around the 
world.  

And think about the decade we are 
traversing.  The decade began with a 
report about a prominent nation-
state attack.  

 

 

 

We've seen these issues burst into the 
news in terms of geopolitical 
controversies.  

 

 

 

 

We've seen them become even 
more pronounced.   
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The Sony attack, I believe, in many 
ways was a turning point.  Here was a 
nation-state attack not for espionage, 
not related to the military, but to 
attack a private company for 
engaging in freedom of expression 
around, as it turned out, not a terribly 
popular movie.  (Laughter.)   

 

But it got our attention.  And in the 
two and a half years since, we've seen 
these issues evolve even further. 

 

 

 

 

Let's face it, cyberspace is the new 
battlefield. The world of potential war 
has migrated from land to sea to air 
and now cyberspace.   

But cyberspace is a different kind of 
space.  Not only can we not find it in 
the physical world, but cyberspace is 
us. For all of us in this room, it is us. 

Cyberspace is owned and operated by the private sector. It is private property, whether 
it's submarine cables or datacenters or servers or laptops or smartphones.  It is a 
different kind of battlefield than the world has seen before.   
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And that puts us in a different 
position.  It puts you in a different 
position, because when it comes to 
these attacks in cyberspace, we not 
only are the plane of battle, we are the 
world's first responders.   

Instead of nation-state attacks being 
met by responses from other nation-
states, they are being met by us.   

And as we think about that change in 
the world, we should reflect upon one 
other as well.  It's a sobering thing to 
think about, but consider this:  For 
over two-thirds of a century, the 
world's governments have been 
committed to protecting civilians in 
times of war.   

But when it comes to cyberattacks, 
nation-state hacking has evolved into 
attacks on civilians in times of peace.   

 

 

 

 

This is not the world that the internet's inventors envisioned a quarter of a century ago, 
but it is the world that we inhabit today.   
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And above all else, I think nation-state 
attacks call on us as employees, as an 
industry, as private citizens to ask 
ourselves one fundamental question:  
What are we going to do?   

 

 

 

I think there's three things that we 
should consider, and I'd like to talk 
about each of these three this 
morning.   

The first is to start with what each of 
us has the opportunity to do 
ourselves, because everybody in this 
room and every company that is here 

is doing new and important things.  We have all recognized that we each need to do 
more.   

At Microsoft, we're doing many things.  In many ways, it starts with an obvious 
reflection.  Just a few minutes ago, before I came on stage, somebody here in the 
audience tweeted that every company has at least one employee that will click on 
anything.  (Laughter.)   

That's why 90 percent of intrusions 
begin, unfortunately, with a phishing 
email.  That's why we as a company, 
as one of the major email providers in 
the world, are so focused on 
strengthening email protection.   
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Whether it was last year through our 
Office 365 Advanced Threat 
Protection that scans email, spots 
malware and destroys them before 
they can do damage …  

 

 

 

or the addition of our Advanced 
Threat Intelligence that informs 
enterprises of the nature of attacks 
and the people who are being 
attacked and makes 
recommendations….   

 

 

Or the announcement that we made 
last week about advanced data 
governance tools, tools that include 
alerts that let enterprise 
administrators and others know when 
someone is trying to download an 
email inbox.   

 

But I think we've all learned over the 
last couple of years that our single 
biggest advance in fighting all forms 
of cybercrime is probably not 
features, as important as they are, but 
instead, our ability to harness the 
power of data.   
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As a company, our datacenters are connected to over a billion end points.  We get over 
a trillion data points each and every 
day.  Our Advanced Threat Protection 
and our email scans 200 billion emails 
a month for malware.  All of that data 
is the game-changing defense 
mechanism in our ability to combat 
this problem.   

 

 

At Microsoft, we've built three groups 
and we've brought them together in 
what I think is a pretty unique 
partnership.  It relies in the first 
instance on our Threat Intelligence 
Center, our reconnaissance arm, our 
people who are reviewing the data 
that is coming in from our 200 
different cloud services. 

When they spot a problem, they hand it off to our Cyber Defense Operations Center so 
they can go to work not only to protect our own services, but customers as well.  And 

they, in turn, work with our Digital 
Crimes Unit so we can innovate in 
legal processes to take action.   

Starting last summer, we began to see 
new nation-state attacks that were 
aimed at creating fake domains, 
getting people through phishing 
attacks to click on them, and then 
using them, as we often see in these 

circumstances, to use malware to extract email from customers.   
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We innovated, we went to court, we 
got a new form of court order so that 
domain could be transferred to us and 
the data that was coming back from 
customers that were infected would go 
not to the attacker, but to sink holes 
that we created.   

Using this approach, we've been able 
to address nation-state attacks and transfer 60 domains on six continents, letting the 
customers know that they were the victim of a nation-state attack and helping them 

clean up their system.   

That's a step forward.  But more than 
that, I think we all need to recognize 
the obvious.  We are far away from 
declaring victory.   

 

 

 

We are going to need to do more and 
we are going to need to do more 
together if we are going to address 
this problem effectively.   
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We need to recognize that the time 
has come for us to come together as 
an industry around the world to call 
on the world's governments.   

We need to call on the world's 
governments to come together.   

 

 

 

They came together in 1949 in 
Geneva, Switzerland, and that is what 
led to the recognition that they 
needed the Fourth Geneva 
Convention to protect civilians in 
times of war.   

 

 

Now is the time for us to call on governments to protect civilians on the internet in 
times of peace.  And there is progress on which we can build.   

Just two years ago, in the summer of 
2015, experts from 20 nations came 
together and put forward a new set of 
norms, principles that governments 
could consider.  It represented a big 
step forward in terms of international 
agreement.   
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And more encouraging in many ways 
still was what happened a few months 
later when the United States and 
China sat down across the 
negotiating table, talked directly and 
frankly about an issue that was 
important to both of them, and came 
up with a new pledge and plan to put 
the cybertheft of intellectual property 

out of bounds. That was then endorsed by the G20 two months after that.  

Let's face the obvious. There are new 
issues that we need governments to 
come together and address in 2017. 
There is an opportunity for a new 
president in the United States to sit 
across the table with the president 
from Russia and take another step 
forward to address the attacks that 
concern the world.   

And we then need to build on that 
with a global convention. What we 
need now is a Digital Geneva 
Convention. We need a convention 
that will call on the world's 
governments to pledge that they will 
not engage in cyberattacks on the 
private sector, that they will not target 
civilian infrastructure, whether it's of 

the electrical or the economic or the political variety.   

We need governments to pledge that, instead, they will work with the private sector to 
respond to vulnerabilities, that they will not stockpile vulnerabilities, and they will take 
additional measures.   
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And, perhaps as much as anything 
else, we need governments to take a 
page out of the 1949 Geneva 
Convention and other instruments 
that have followed.  What the world 
needs is a new independent 
organization, a bit like the 
International Atomic Energy Agency 
that has addressed nuclear 

nonproliferation for decades.   

We need an agency that brings together the best and the brightest in the private sector, 
the best and the brightest in academia and the public sector.  We need an agency that 
has the international credibility not only to observe what's happening, but to call the 
question and even identify the attackers when nation-state attacks happen.   

That is the only way that governments will come to recognize that this is not a program 
that will continue to pay off. That is all in the area of steps we need governments to 
take.   

But there's a third are we should 
touch upon as well.  It also calls on us.  
It's great that we do so many things 
alone.  We now need to do more 
together.   

 

 

 

If you look back at what happened in 
1949, the world's governments 
realized that they could not protect 
civilians in times of war without a 
private organization – the 
International Committee of the Red 
Cross.   
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While we don't have the same kind of organization, we have within these walls many 
people from many organizations.  And as a global technology sector, we need to come 
together as the ICRC did in 1949.  We need to sign our own pledge in conjunction with 
the world's states.   

We need to pledge that we will 
protect customers, that we will focus 
on defense.  We need to be concrete 
in showing and pledging how we will 
collaborate with each other to 
respond to attacks.  That we will 
provide patches to all customers 
everywhere, regardless of the attacks 
that they face.  That we will do our 

part to address the world's needs.   

In effective, even in an age of rising 
nationalism, we as a global 
technology sector need to become a 
trusted and neutral Digital 
Switzerland.   

 

 

 

We need to be a global industry that 
the world can rely on to play 100 
percent defense and zero percent 
offense.   
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We need to make clear that there are 
certain principles for which we stand.   

We need to be clear that we will assist 
and protect customers everywhere. 
That is what we do regardless of the 
country from which we come.   

 

 

We need to be clear that we will not 
aid in attacking customers anywhere, 
regardless of the government that 
may ask us to do so.   

These two principles have been at the 
heart and soul of what we've been 
doing at our company, at your 
company, and across the industry.  
We need to stay on that path.   

We need to make the case to the 
world that the world needs to retain 
its trust in technology.  We need to 
retain the world's trust.   

 

And regardless of a government's 
politics or policies or individual issues 
at any moment in time, we need to 
persuade every government that it 
needs a national and global IT 
infrastructure that it can trust. And the 
only way it can have that is if it knows 
that our industry is focused on 
protecting everyone everywhere, and 
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attacking or assisting in attacking no one, anywhere, at any time.   

As we think about all of these things, I think there's a lot on which we can build.  
Because the truth of the matter is even though we work in a hypercompetitive and fast-

changing industry, I would say that 
our industry has never been more 
united.  It is coming together to 
address new and challenging issues, 
whether it's the questions around 
artificial intelligence that the world is 
increasingly talking about.   

We're not just working together in 
new and important ways, we are 
learning from each other.  I think a 
sense of humility is a positive force 
that can affect and help us all.  
Certainly at Microsoft, we've 
appreciated the leadership that 
Google and Facebook first took with 
respect to nation-state attacks.   

And we quite obviously, adopted 
what was working for them because 

we believed it would work for everyone.   

And as we think about the opportunities that we have to work together, as we think 
about our role in the world today, just as we came together last year at an important 
moment in time when everyone was focused on the Apple case, there is an obvious 

issue that is uniting our industry 
today that I think has some relevance 
as well.  

As the country and the world talk 
about immigration, they look at the 
technology sector. And they 
recognize that as an industry, we in 
many ways have brought the world 
together.   
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We bring the world together through our technology and our products and the 
connections that we forge with people across borders every day.   

But it's more than that.  We almost 
uniquely have brought the world 
together under our own roofs.   

At Microsoft in Washington State 
where I work, a high majority of our 
employees were born and grew up in 
the United States. But we also have 
employees from 157 countries.  Every 

day, when I park my car and I walk into the office, I sometimes reflect upon the fact that 
I feel that I work at the United Nations of information technology. And our company is 
not unique. Every company in our industry is like that.   

We have brought the world together. And it has put us in a position to forge perhaps 
almost a unique level of mutual understanding and respect for the needs of people 
around the planet.   

As we think about protecting the planet, as we think about addressing nation-state 
attacks, that is a powerful force that should inspire us, and on which we can build.   

Let's use that inspiration. Let's use what we have learned. Let's build on what we can 
share with each other. And let's go forward and show the world that it needs us to be 

what we can be when we're at our 
best – an industry that can serve the 
world.  An industry that earns 
everyone's trust every day. An 
industry that even in an age of 
nationalism, is a neutral Digital 
Switzerland on which everyone can 
depend and rely.   

Thank you very much. (Applause.)   

END 


